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Letter from the Editor

Who Maintains Your Software Structure/Architecture?

BY WILLIAM E. PERRY

Dear Colleague:

There are two components of software: structure and functionality. Users own functionality, that
is, they specify functionality to ensure it meets their business needs. Users do not let function-
ality deteriorate.

The question that remains is “who owns the structure of the software?” Whoever it is, they are
responsible for ensuring the ongoing effectiveness and efficiency of software structure. If no
one owns the structure, no one maintains the structure. Unfortunately, the answer often is that
no one owns structure.

Another often asked question is “if users pay to maintain software functionality, who pays to
maintain its structure?” Using a housing analogy, if you rent an apartment or office suite, the
landlord pays to maintain the building by incorporating into your rent sufficient funds to main-
tain the building. If this analogy makes sense, why doesn’t IT incorporate into its costs to
change functionality the monies to keep the software structure current?

Software maintenance offers quality professionals an opportunity to return extensive value to
their IT organization. For example, if you could show IT management how to extend the life of
software, two or more years what would that be worth to your organization? If you could reduce
the cost of software maintenance by 10% with the introduction of new work practices, what
would that be worth to your IT organization? This issue of the Journal focuses on ways to pro-
vide more value by improving the software maintenance program.

Sincerely yours,

William E. Perry
CEO, Quality Assurance Institute
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Software Certifications Board
Announces Changes to the
CSTE and CSQA Eligibility
Requirements

At the annual meeting, the Software
Certification Board recommended modifications to
the eligibility requirements for the Certified
Software Tester (CSTE) and Certified Software
Quality Analyst (CSQA). The recommendation
requires candidates to have a minimum of two
years experience in the IT profession. The
Software Certification Board voted to change the
eligibility requirements effective June 1st, 2007.
Candidates who apply on or after June 1, 2007 will
be required to meet one of the following prerequi-
sites:

1. 4 year college degree plus a minimum of 2
years experience working in the IT profes-
sion, or

2. 2 year college degree plus a minimum of 4
years experience working in the IT profes-
sion, or

3. 6 years or more experience working in the IT
profession.

Candidates who attend a college or university
that offers a 3 year degree program would be
required to earn the 3 year degree plus have a min-
imum of 3 years experience in the IT profession.

Any applications submitted prior to June 1,
2007 will fall under the previous eligibility require-
ments, regardless of the exam date selected.

Software Certifications Board
Announces Associate Level
Certification Programs

The Software Certifications Board also voted to estab-
lish foundation level certification programs. The Certified
Associate in Software Testing (CAST) and the Certified
Associate in Software Quality (CASQ) have been designed
specifically for individuals who have acquired a foundation
level of knowledge in the areas of software testing and/or
software quality assurance but who have either no experi-
ence or limited experience in applying that knowledge.

Software Certifications began accepting applications
for the CAST and CASQ on June 1, 2007. To qualify for
acceptance in the CAST or CASQ program a candidate
must meet one of the following requirements:

1. 4 year college degree, or

2. 2 year college degree plus a minimum of 2 years
experience working in the IT profession, or

3. 4 years or more experience working in the IT profes-
sion.

Candidates who attend a college or university that
offers a 3 year degree program will be required to earn the
3 year degree plus have a minimum of 1 year experience
in the IT profession.

The first examination for the Associate Level certifica-
tion was given during the public exams in September
2007.

For more information on the Associate Level certifica-
tions, please visit the Software Certifications web site at

www.softwarecertifications.org.

If you're already certified, don’t forget to continue earn-
ing your CPE credits. Details of what is required to main-
tain your certification can be found on the Software
Certifications website under “Recertification”. A great way
to earn 40 easy credits and to learn about the latest trends
in the industry is to attend one of QAI's IT quality and test-
ing conferences.

Visit www.QAlworldwide.org for conference details.




Measuring the

(
QUALITY ASSURANCE INSTITUTE

ealth

of Your Software Structure

f not addressed, software will start to deteriorate from the day the
software is placed into production, and sometimes during the period
leading up to implementation. The reasons for the deterioration
include:

« Functions changed, structure not changed

e Programs grow in size and complexity

« Documentation not updated as software changes
¢ Turnover of maintenance staff

¢ Operations and/or technology/hardware changes

The dilemma that management faces is evaluating the cost differ-
ences between maintaining the old system and rewriting it. For exam-
ple, system X may cost $25,000 to maintain during the current year, but
it would cost $100,000 to rewrite it. Management views this as spend-
ing $25,000 versus spending $100,000. However, this thinking may be
short-sighted. For example, the following factors also need to be con-
sidered:

« Is the annual cost of maintenance steady or is it increasing, and at
what rate?

¢ Would the cost of operation drop significantly if the system was
redesigned?

* Would the cost of maintenance drop significantly if the system was
redesigned?

¢ Would additional benefits be accrued if the system were
redesigned?

¢ Would hardware and software costs drop if systems were
redesigned using newer technology?

¢ Could obsolete hardware and/or software be eliminated if systems
were redesigned?

Some of these questions could be answered if management ana-
lyzed the usefulness of the current system structure; other questions
require an analysis of the operating environment. For example, to
determine whether a specific piece of hardware or software could be
eliminated, management has to analyze the operating environment.
There are features and characteristics unique to each operating envi-
ronment, and they are difficult to generalize.

This article presents criteria to use in determining whether an exist-
ing application system should be continued in production or whether it
should be rewritten or redesigned. The criteria are designed to provide
information helpful in making this analysis. The criteria should be con-
sidered as input to the decision process, and not the decision process
itself.

BY William E. Perry
CSQA, CSTE

The criteria are designed to help IT management measure the
health and well-being of an application system. As a system begins to
deteriorate, the criteria help diagnose that deterioration. However, if an
application system malfunctions, it does not mean that rewriting or
redesigning is justified.

Management has two options when a system deteriorates in per-
formance. One option is to rewrite or redesign the application system.
The other option is to deal specifically with the characteristics causing
the deterioration.

The criteria provided in this article to diagnose application system
deterioration are provided as a representative, but not exhaustive, set
of measurement criteria. Organizations should be able to add to this list
of general criteria, as well as being able to add some specific criteria
applicable only to their organization.

The criteria are described in Figure 1. Each criterion in Figure 1 is
described individually on a Criteria to Measure Need to Rewrite form
which contains the following information about each criteria:

» Criterion name - The specific criterion that can be used to meas-
ure the deterioration of performance of an application system.

« Description of criterion - A narrative explanation of the character-
istics of the criteria that need to be collected to measure how well
or how poorly systems are performing.

» Data collection techniques - The methods, tools, and techniques
that can be used to collect the data used for measurement purpos-
es.

e Criterion strength - The value of the criterion in measuring appli-
cation system deterioration,

» Criterion weaknesses - The concerns or attributes associated with
that criterion which may cause it to falsely represent the deteriora-
tion of the application system.

Using the Criteria

The system being evaluated to determine its health should be
assessed using the “rewrite” criteria provided in the Criteria to
Measure the Health of a Software System section of this article. This
criteria may be supplemented by an organization’s internally developed
criteria. A self assessment checklist of a system’s health is provided for
this purpose (see Figure 1).

To use the checklist, the evaluator rates the application being
assessed by each criterion for its applicability to that application. For
example, Criterion #1 asked if the user has stopped making requests
for changes. If that is true or nearly true, the criterion should be rated
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“applicable,” and if the number of changes being requested is consis-
tent with prior periods, the criterion should be rated “not applicable.”
Each of the twelve criteria should be rated.

After all twelve criteria are rated, they should be scored as follows:
¢ Very applicable scores = 3

* Applicable = 2

« Not applicable scores = 1

Add up the score. The following provides an indication of the rewrite
potential of the assessed application.

Score Action

12-16 Rewrite unnecessary
17-22 Some reworking required
23-27 Major reworking required
28-36 Scrap the system

Criteria to Measure the Health
of a Software System

Criterion #1
Users Stop Making Requests for Changes
Description of Change

When systems become too unresponsive to user needs, users find
alternative means to satisfy their needs. Some develop informal sys-

tems which maintain the needed information. When these conditions
occur, users stop using the application system and rely upon their infor-
mal systems. Thus, they stop requesting changes to the system.

Data Collection Techniques

If an organization has a formal system change request form, count the
number of requests made. If the number of requests is abnormally low,
or dropping, user personnel should be interviewed regarding the use-
fulness of the system in their area.

Criterion Strength

Business conditions continually change, and application systems must
stay in synchronization with business conditions. Therefore, needed
systems will undergo a series of continual changes. If these changes
stop or significantly decrease, it may indicate that the system is out of
synchronization with the user function.

Criterion Weakness

Having few requests for system changes can also indicate that the user
is completely satisfied with the application system. Systems that have
anticipated user needs may have built those capabilities into the sys-
tem prior to the need. However, an interview with user personnel is a
means of quickly pinpointing the cause of minimal (or no) system
change requests.
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Criterion #2
Number of Errors Detected
by the Application System

Description of Criterion

During computer processing, data is continually checked for errors.
Errors can result from improper input, inconsistent data relationships,
failure to meet system criteria, data source unlocatable (e.g., if an
employee cannot be located in the employee master file), and impro-
prieties in output preparations.

Data Collection Techniques

For each detected error in an application system one or more error
messages is produced. Each error message should represent an error
for the purposes of this criteria. The error messages should be count-
ed to produce a total number of errors detected. This could be a rou-
tine added to the application system,; or if errors are placed on a tape
or disk file and then printed, it could be counted either automatically
during printing or manually after printing.

Criterion Strength

Errors can be indicative of complexity or unresponsiveness of an appli-
cation system. Errors can be made because the system does not read-
ily fit into the day-to-day needs of the organization. The higher the num-
ber of detected errors, the greater the need to rewrite the system to
simplify it and to better integrate it into user processing.

Criterion Weaknesses

Errors can also represent data preparation by unskilled people, or peo-
ple who have sloppy or unsupervised work habits. These types of
errors can be reduced with additional training and supervision.

Criterion #3
High Number of Requests for System Change

Description of Criterion

If an organization has a formal system change request, the number of
changes can be obtained by counting the requests. Without a formal
system, the number of changes requested must be obtained from the
application project team. The magnitude of the number of changes can
be obtained by comparing two previous periods in the same system or
other systems of similar size and complexity.

Criterion Strength

A change request indicates that the system is not satisfactorily meet-
ing the needs of the user. The more changes, the less satisfactory the
system is in meeting user needs. The high frequency of change may
represent a serious problem in systems structure in meeting user
needs.

Criterion Weakness

A great number of changes may also indicate changes in the conduct
of business in the user area. In this instance the magnitude of change
would not reflect upon the viability of the application system but, rather,
indicates the volatility of procedures in the user area.

Criterion #4
High Maintenance Dollars
Description of Criterion

The magnitude of changes to an application system can be measured
two ways. One way is the number of changes and the second way is to

present the dollar cost of those changes. Dollar cost is perhaps more
representative of the size and complexity of the changes than is the
number of changes.

One change in system X may cause considerably more than 25
changes in system B.

Data Collection Techniques

If project personnel charge their time and the computer time they con-
sume to a maintenance budget, the cost of maintenance can be
obtained from the budgetary process. The magnitude of the costs can
be determined by comparing it to maintenance dollars for previous
accounting periods on the same project, or measuring it against main-
tenance costs for other projects of similar size and complexity.

Criterion Strength

Maintenance costs are more indicative of the magnitude of change
than is the number of changes. Thus, maintenance dollars should be a
good predictor of the magnitude of change made to an application sys-
tem.

Criterion Weakness

Maintenance dollars may be expended for error correction, system
enhancements, and new requirements. The allocation of maintenance
dollars among the three categories may indicate that new requirements
and enhancements are consuming maintenance dollars to achieve new
needs as opposed to correcting problems because the system is out of
synchronization with the user area.

Criterion #5
Difficulty in Extracting Data
from the Application System

Description of Criterion

Many user needs are one-time needs. Special types of extracts or
reports are prepared to meet a specific need, which may or may not be
repeated at a future time. The difficulty in providing users with this spe-
cial information is indicative of the responsiveness of the application
system to meeting user needs.

Data Collection Techniques

One-time user requests for information should be identified. If the pro-
gram change request system provides this information, it can be col-
lected from the system change request procedure. However, if the sys-
tem does not provide this information, then either interview the applica-
tion project team or the user to determine which changes are of a one-
time nature. For each of these changes, determine the days required
for satisfaction. Compare this with the length of time required to make
similar changes in previous periods, or against other application sys-
tems of the same size and complexity.

Criterion Strength

As the data processing systems become more integrated into the day-
to-day processing in the user area, the user must be able to satisfy
special needs quickly. The more responsive the system is in satisfying
those needs, the more valuable it becomes to the user.

Criterion Weakness

The number of days required to satisfy a user need may be more
dependent upon the complexity of the extract than on the ability of the
application system to meet user needs. Likewise, requests quickly sat-
isfied may be easily satisfied, even though the system is deteriorating.
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Criterion #6
Application System is Difficult to Change

Description of Criterion

The difficulty of changing a system can be measured in the number of
days required to make a change. The number of days should not
include time in a queue awaiting systems and programming attention
but, rather, the number of days from the time the change is started until
it is ready to go into operation. The assumption is that in good systems
changes can be installed quickly, while in poorly structured or poorly
documented systems the change process becomes time consuming.

Data Collection Techniques

If a formal change process exists, and the project personnel record the
day they start work on a change and the day that it is ready to go into
operation, the information can be collected from those forms.
Otherwise the information must be gathered by interviewing project
personnel.

Criterion Strength

The amount of time to make a change is normally extensive if it is dif-
ficult to determine where to make the change, how to fit the change into
the existing logic, and to test and document the change. The time
required grows as the system deteriorates.

Criterion Weakness

The number of days to install a change can also be indicative of the
magnitude of the change. Big changes can take a large number of days
to install regardless of the effectiveness or ineffectiveness of the appli-
cation systems structure.

Criterion #7
Cost to Process Transaction

Description of Criterion

The cost to process a transaction should be evaluated on a continuous
basis. The criterion is really the cost trend to process a transaction. An
increasing dollar cost is indicative of a deteriorating application system,
while consistent or decreasing costs are indicative that the system is
still viable and takes advantage of new technology.

Data Collection Techniques

The cost of processing a transaction requires two pieces of information:
the number of transactions processed per run and the cost per run.
Frequently, this type of information is available from job accounting sys-
tems. The complex part is to define what is meant by a transaction. For
example, several computer records may encompass a single business
transaction.

Criteria Strength

As computer technology becomes more efficient, the cost to process a
transaction should decrease. However, if the systems structure is obso-
lete, or is not in synchronization with the hardware and software capa-
bilities, the cost will increase. Thus cost to process a transaction should
be a good predictor of systems obsolescence.

Criterion Weakness

The cost to process a transaction is also related to the complexity of
the processing required for that transaction. Thus a change in the mix
of transactions or an increasing complexity in processing may also
result in increased cost.




Criterion #8
Obsolete Hardware/ Software

Description of Criterion

The hardware and software that an organization uses changes over
time. Systems developed using one generation of hardware and soft-
ware may not operate effectively on a new generation of hardware and
software. Each new generation makes many existing application sys-
tems obsolete.

Data Collection Techniques

To determine if changeovers in hardware and software have occurred,
interview either computer operations personnel or a hardware/software
acquisitions group if the organization has one. Interview project person-
nel to determine the type of technology required to operate their appli-
cation system.

Criterion Strength

Operating systems using obsolete hardware and software may sub-
stantially increase the cost and complexity of operation. Occasionally
these systems require special emulators or simulators which them-
selves may be costly to obtain and operate.

Criterion Weakness

Application systems which are written in high-level language, and are
device-independent, can frequently be shifted to new hardware and
software with minimal or no loss of performance.

Criterion #9
Application System is Complex to Operate

Description of Criterion

Difficult-to-operate application systems increase both the cost of oper-
ation and the potential for error. Complexity of operation can be due to
poor systems design or change in operating methods both within the
user area and the computer operations area. Thus, complexity can be
a problem of computer operators and/or users of the application.

Data Collection Techniques

Statistics on complexity to operate normally have to be gathered from
interviewing or observing computer operators and/or user personnel.
However, occasionally reviewing the procedures required to accom-
plish work in the application system is sufficient to provide insight in the
complexity of operation.

Criterion Strength

If a system is complex to operate, people may avoid using that system.
Also, turnover in personnel will require extensive training and also sub-
ject the organization to a potentially high error rate.

Criterion Weakness

That a system is too complex to operate may be a subjective judgment.
Iltems are only complex if there is an easier way to operate the applica-
tion system.

Criterion #10
Application System Structure Out of Sequence
With Data Processing Plans

Description of Criterion

Data processing organizations change methods, procedures and tech-
nology periodically. For example, an organization may move from batch
to on-line data base systems. When these changes occur, application
systems not using that technology can cause problems for data pro-

cessing management. For example, it is difficult keeping people inter-
ested in and adept at working with older methods and procedures.

Data Collection Techniques

The organization’s long- and short-range plans should be studied and
then a determination made which application systems are within the
structure of those short- and long-range plans. This may require inter-
views with project managers and data processing management.

Criterion Strength

A change in methods, procedures or technology normally requires
extensive investments of time and dollars. When there are exceptions
to the normal procedures these continue to take an ever-increasing
amount of effort over time.

Criterion Weakness

There may be little reason to change an effectively functioning applica-
tion to a new method, procedure, or technology if that move cannot be
cost justified.

Criterion #11
Cost of Testing System Changes

Description of Criterion

The cost of change may not be as indicative of obsolete systems struc-
ture as is the cost of testing. Testing provides insight into the complex-
ity of getting changes operational. The more difficult the system is to
maintain, the more difficult testing becomes.

Data Collection Techniques

The cost of testing can be measured in terms of number of tests, min-
utes of tests or dollar cost of tests. This information may be available
from the departmental budgetary systems or computerized job
accounting systems. The information collection technique should be
the one simplest to perform.

Criterion Strength

The cost of testing provides a guide to the difficulty in making a suc-
cessful change in an application system. The more difficult to make the
change, the higher the probability that testing will become costly.

Criterion Weakness

A high cost of testing can also be attributable to sloppy programming
or using programmers inexperienced in the application system or in the
software systems in which the application and testing reside.

Criterion #12
Problems Encountered in Placing Changes
Into a Production Status

Description of Criterion

The installation of a change in an application system has many risks
associated with it. The change may not perform correctly, the changes
may impact unchanged areas of the application, and users may not
understand the change and therefore may make errors.

Data Collection Techniques

The amount of documentation recorded during the implementation
process determines the ease of gathering data about encountered
problems. Frequently this information must be gathered by interviewing
users and operational and project personnel. In addition, project per-
sonnel should analyze error messages immediately following a
change, additional change requests which may be related to correcting
problems caused by the change, and changes taken out of production
status for more testing.
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Criterion Strength

The final success of the change process is a problem free conversion.
Thus, if present personnel take shortcuts in making and testing
changes, the change conversion process will be adversely affected.
The application system may seem to be viable when in fact it is deteri-
orating. However, the test states of the system won'’t be apparent.

Criterion Weakness

Changes in the conversion process may be caused by conditions other
than a deteriorating application systems structure. For example, it could
be caused by unskilled operators and user personnel.

How To Use This Software
Health Self Assessment

The primary purpose for conducting this self assessment is to
cause IT organizations to focus on the state of their software struc-

tures. The assessment process is more valuable than the actual ‘health’
score produced if the result causes IT organizations to upgrade the
structures of their software systems.

My recommendations, and one used by many IT organizations,
involves:

e IT budgeting money for software structure improvement

* Project managers assessing the structure of the systems they
manage

* Based on that assessment, project managers can more accurately
bid on IT’s structure improvement budget.

This process allocates money to those project managers motivated to
improve the structure of the software systems they manage.

Figure 1. System Health Self Assessment

System Being Assessed

By: Date:
Step SYSTEM HEALTH CRITERION ASSESSMENT
VERY APPLICABLE | APPLICABLE NOT APPLICABLE
1. Users stop making requests for changes
2. Number of errors detected by the
application system
3. High number of requests
for system change
4, High maintenance dollars
5. Difficulty in extracting data from the
application system
6. Application system is difficult to change
7. Cost to process a transaction
8. Obsolete hardware/software
9. Application system is complex to operate
10. Application system structure out of
synchronization with data processing plans
11. Cost of testing system changes
12. Problems encountered in placing changes
into a production status
TOTAL CHECKED




(
QUALITY ASSURANCE INSTITUTE

The Millenial Tidalwave:

Five Elements That Will Change
The Workplace of Tomorrow

ay was my first Millenial employee and even though | had man-
aged many different types of employees over my 24 years in man-
agement positions in Corporate America, Jay was different in
every way. What I've come to understand is that he represents the
future workforce and in looking back | came very close to rejecting him
and in doing so | would have closed the door to a sneak peek into the
future.
| thought | had seen it all in my years of managing people and | felt
there were no surprises left for me. Well, there was a surprise for me,
and it came packaged in a 23 year old Millenial employee named Jay.
For those of you who are not familiar with the term “Millenials” don’t
feel bad because | was not aware of that term either. In fact, | was not
very aware of any generational distinctions in the workplace until | was
confronted by a person that | did not understand and that led me to an
awareness that there are several generations that work side by side in
the office and the more you understand each of them, the better you
will be able to communicate and work with them and be more produc-
tive. So how many generations are there and why should you care?
For the first time in the history of Corporate America, there are four
generations working together in the workplace. Here’s a brief summa-
ry of the generations and what defines them.

The Veterans

This group is all about honor and respect. They were born before 1945,
fought in World War Il, suffered and survived the Great Depression.
These were the creators of Corporate America whose values were
steeped in hard work, honor, loyalty to your employer, following rules
and saving a good portion of what you earned.

The Baby Boomers

This group is all about changing the status quo and the signs of suc-
cess. Born from 1945 to 1962 (give or take a few years) at a time of
great optimism and prosperity in the U.S and consequently think that
life is full of possibilities. This was a generation that was catered to from
birth and by its sheer size (over 78 million) continues to re-shape every
phase of life it enters. Because there were so many of them competing
for such few positions in the workplace, they became workaholics as
they tackled more assignments to differentiate them from other Baby
Boomers. This is a group that challenges the status quo, seeks equal-
ity and believes in personal gratification and paying one’s dues. While
in school they never had a computer.

Generation X

This group is all about self-reliance and skepticism. Born between 1963
and 1980 (give or take a few years), this generation saw every major

BY ALICIA BLAIN

institution in the U.S. - from the government to sports to religion — face
scandal. They watched corporations lay off their parents after they had
worked so hard for their employer and in doing so, sacrificed going to
their Xer children’s ballet recitals and baseball games and spending
any quality time with them. This is a small generation (about 45 million)
who is understandably cynical after witnessing such gloomy events in
their life. They are self-reliant, have a casual approach to authority and
see work as just a job. Permanence is not something employers should
expect from them. Personal computers were invented during their gen-
eration and as such, their comfort with technology distinguishes them
from the two previous generations.

Then came the Millenials who are the focus of this article and who,
in the near future, will be the largest group of individuals in the work-
force.

Miillenials

This group is all about cohesion and hope. Born between 1981 and
2000 (give or take a few years), they represent optimism for a better
world. This is the second largest generation (over 76 million) in the his-
tory of the U.S. As the children of Baby Boomers, there is nothing this
generation feels it can’t do. They have been the most protected gener-
ation ever seen with a lot of structure and a lot of demands placed on
their young lives. They are heavily team oriented due to having many
after-school activities, optimistic, very civic minded and extremely con-
fident in themselves and their abilities. They have a wonderful relation-
ship with their parents. They feel their parents are “cool” and rely on
them in all their key decisions such as school selection or employment
interviews. Computers have always been around and they are the most
highly multi-tasking generation in the workplace today.

The Millenials are coming to the workplace with very unique quali-
ties that have never existed previously. There are 5 specific character-
istics that | believe will not only shift the workplace but will have a pro-
found affect on how companies do business and compete in the glob-
al market.

1. Technology. What strikes me the most about working with
Millenials is that the word technology has no real meaning to them.
While all the generations that preceded the Millenials can under-
stand and appreciate the great strides that have been made with
technology, the Millenials can't. It is something that has been with
them from birth and they have no concept of life before technology.
For the Millenials, using a computer, a cell phone or any other
device is not a talent to master, it is simply part of their life. In other
words - it just is. They are the very first generation in the U.S. that
have been completely immersed in technology and because it is
second nature to them, it has and will continue to transform how
they see the world and interact in it, how they gather and utilize
information, how they live their lives.

11
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This is a generation that expects to be always connected, the
Internet is the vehicle of choice for any research to be done, ques-
tion to be answered, information to be obtained. In my experience
managing them, | have never seen a Millenial utilize another source
other than the Internet to get information. It doesn’t matter what you
ask them to find, the Internet is where they go. They socialize via
the Internet, they get their news from the Internet, they make their
purchases on the Internet and research their homework on there as
well. Their entire life is on their computer not on paper. Their hand-
writing for the most part is atrocious but who cares when no one is
faster typing on a keyboard than they are!!!!

This fundamental mind shift away from viewing technology as tech-
nology but rather as just a part of life will make the workplace a very
different place in the future. The structure of Corporate America was
put in place decades ago and over time it has absorbed and incor-
porated technology into all if its processes and functions as a way
of automating things and lowering costs but has the organization
embraced technology as an integral part of its fabric? Maybe.
Maybe not. For a Millenial, they have not had to absorb technology.
They breathe it. Any work that is not performed and maintained
strictly on a computer is strange. Keeping manual files and folders
with information printed from the computer is strange. Having a
group of people dedicated to helping employees with what they per-
ceive to be very simple technical questions is strange. Holding
meetings that people need to physically attend is strange to them.
Seeing executives receive a printed copy of the Wall Street Journal
is strange. To a Millenial, embracing technology is not a concept —
it is in the very fabric of their being and as they enter the workforce
in numbers they will push for it to be the same in the workplace.
They will undoubtedly push for it in ways that we, those of us from
previous generations, can’t conceive or imagine. Yet if we are still in
the workplace we will have to conform to it

. Team Oriented. In all of my years of managing people, | have never

encountered a generation that is so naturally team oriented as the
Millenials. The reason is that we made them that way, right? From a
very young age, they have been involved in some type of team
activity whether it was in day care or in soccer practice or ballet or
in class or in study groups, car pools, and on and on. They learned
to appreciate and value interacting with their peers and will often
rely on fellow Millenials for information. Next to the Internet, the
Millenials use their network of friends as a way of finding out about
something or researching something. They also help each other out
without being prompted. | have witnessed many occasions when
one Millenial will have a specific assignment and his Millenial team-
mates will automatically pitch in to help get the assignment com-
pleted. For a baby boomer this is unbelievable since we spent a
good deal of our time trying to differentiate ourselves from our baby
boomer peers. Unlike other generations, especially the baby
boomer generation since it's the most similar in numbers, Millenials
like to come together rather than compete against each other. They
work extremely well in teams and are very cohesive and more
importantly, they act as a team. They are natural collaborators. |
believe that in the future workplace, the Millenials will come togeth-
er to drive change WITHIN the organization instead of competing
against each other for their own particular gain. They have a collec-
tive spirit that is refreshing and understand the concept that in work-
ing together things get done better, faster and for everyone’s bene-
fit. Rather than teach them to be better team players, Corporate
America may have the challenge of getting them comfortable with
individual decision making and personal responsibility.

3. Experiential Learning — this is a group that is not afraid of failure,

they are not afraid to try again and get better at something. Why?
Video games!!! Yes, video games!! Now the baby boomers and
Generation Xers are aware of and have played video games and so
they are probably wondering what's the big deal? Well there’s a very
big deal. The video game industry has grown leaps and bounds
since Pac-Man. Today’s video games are not only visually stimulat-
ing but mentally stimulating as well. | know we hear a lot of bad
things about how video games are alienating our children and mak-
ing them anti-social while they play these silly games alone in their
room. First of all, they are not alone. Most of the video games today
are connecting Millenials with other gamers in all parts of the world.
Secondly, they are no longer silly games. These are very sophisti-
cated, complex games that are teaching Millenials how to strate-
gize, problem solve, make decisions and be accountable for those
decisions. The scenarios that they convey on the screen are often
real world scenarios that are making Millenials not only think about
how they would handle a particular situation but it shows them the
repercussions of that decision. To get to the next level, the Millenial
has to show proficiency in many different areas and it's often very
difficult to get to the next level. That is where the failure comes in.
Instead of seeing it as failure, the Millenials see it as an opportuni-
ty to get better at something so they can get to the next level. Failure
doesn’t disappoint them, it gives them a reason to try again. To
them, video games are the way they learn and they learn through
experimentation and in a very visual, third dimensional manner. As
this group begins to dominate the workplace, they will develop an
environment of creativity, of experimentation, of trying new
approaches to resolve problems that will shift the corporate mindset
from being process oriented and procedure based to more flexible,
resourceful with a emphasis on experimentation and creativity.

. Racial and Ethnic Diversity - This is the most ethnically and racial-

ly diverse generation ever in the history of the U.S. One out of three
or 30% of Millenials is ethnically or racially diverse. The expectation
is that if you include the immigrant population, that number may rise
as high as 50% in the future. Think about that! This is a group that
will not only be happy seeing diversity in an organization but will
almost demand it. Unlike the generations before them that were
often not faced with much diversity growing up, in their schools, in
their neighborhoods, in their families, this group has and they are
completely comfortable with diversity. By being around kids of differ-
ent ethnic and racial backgrounds, the Millenials have learned to
appreciate, value and learn from the different cultures and customs
of their friends. Instead of rejecting the differences, they welcome it
and embrace the richness that this diversity provides in their daily
life. This acceptance is also fostered by the friends they have made
all over the world on the Internet. Also, unlike previous generations
they have had the privilege of traveling quite a bit at very young
ages which has also made them very aware of other customs and
traditions. To them diversity has always existed and they don’t know
the hurdles that people and organizations had to go through to get
where they are today. What this means to the future workforce is
that Millenials will expect to work with diverse ethnic and racial
groups and will favor corporations that have that. Diversity programs
as they exist today will most likely either go away or change in
scope since a large portion of that generation will already qualify for
and embrace diversity.

. Empowerment - This has been an extremely pampered, protected,

and child-centered generation. Unlike Generation X who were for
the most part the Latch Key Generation, whose parents worked
such long hours that they had to become very independent and
resourceful, the Millenials had parents that were very involved in
their upbringing and structured a lot of their young lives. Millenial



parents have encouraged their children to question everything.
They have involved the Millenials in all the major decisions facing
the family and have asked for their input. Their parents have put a
lot of effort in grooming them and preparing them for their future in
the workplace. As a result, this generation has grown up feeling
very empowered and ready to question and challenge the status
quo with the support and backing of their parents. Given that they
are the most highly educated generation and one that has had a
great deal of pressure to achieve, they have a very different attitude
when it relates to their place in the corporation. Unlike other gener-
ations, Millenials do not believe it is necessary for them to “pay their
dues” to receive a promotion or raise. They should not have to work
on menial assignments normally given to young employees to
“break them in”. They are very confident in their abilities and want
to make an impact in the organization as soon as they start. They
don’t have a problem working hard but it has to be with a goal in
mind. They want to use their creativity, ideas and education to con-
tribute to the success of the organization — to be an integral part of
the organization reaching a major milestone. They want to be of
value and they need to feel their input is meaningful. They will look
to their manager for this just as they did their parents. Managers of
the future have to be very comfortable coaching and mentoring
these young employees because often they are what keep the
young employee motivated, engaged and wanting to stay with the
organization. Millenials will look to their managers for guidance and
leadership and also for the challenging work assignments that they
feel they can do. This generation more than any other will have
expectations of their manager and will tap into that relationship
heavily and often. Organizations in the future will need to be ready
for this empowered mindset and have managers that are trained as
coaches or mentors that have the ability to interact well with their

direct reports not only to inspire and lead them but also to find ways
to keep them challenged early on and motivated to stay.

Any one of these five elements alone or even the combination of a
few together would not make the future workforce significantly different
than it is today but when you bring all five together | believe they will be
the driving force for change in the future. These elements do not exist
in tandem in any other generation today so it is very difficult to know
precisely how they will change the workforce in years to come. One
thing is certain: The workplace will be very different because the gen-
eration that will populate it in great numbers IS very different and there
is no reason to believe that this difference will not carry over into the
workplace. | think the more open we are that change will take place and
the more we try to prepare for it, the better we will all be and the more
effective and positive the change will be. Change often happens slow-
ly and imperceptibly and that is why it is good to be aware of it so that
it doesn’t catch us by surprise. Now that you have this information, try
to be more aware of the Millenials around you. See how they interact,
how they think, how they absorb information, what is important to them.
See if you can spot the 5 elements in their behavior and way of doing
things. Being more aware of their unique qualities will give you what Jay
gave to me — a sneak peek into the future. A future that promises to be
what the present is not — something that we know or can take for grant-
ed. The future always brings uncertainty but the Millenials, with the five
elements that have come together uniquely to shape them, will be cer-
tain to make it different — especially in Corporate America.

For further information on generational diversity in the workplace,
please contact Alicia Blain at: ablain04@bellsouth.net
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SPECIAL PULL-OUT INSERT

IT Management Briefing on the Challences of
Effectively Managing Software Maintenance

If software is built right the first time and users needs do not change, software maintenance is not be needed. However,
this is not the case in the real world. Software is built with defects that need to be corrected, user’s needs change, soft-
ware architecture deteriorates, and technology changes. The activities required to keep software operational often
exceeds the cost of building and acquiring new software. In performing these maintenance activities, IT management

faces these three challenges:

Scope challenge — the types of maintenance that needs to be performed.
Process challenge — building the work processes needed to effectively maintain software.
Impediment challenge — the impediments that need to be addressed by software maintainers.

This briefing document explains these three challenges and offers solutions for each challenge.

System Maintenance Scope Challenges

ystems maintenance includes any activity needed to ensure that
application programs remain in satisfactory working condition.
This encompasses a broad range of activities involving error
correction, need specification, system and program design, cod-
ing, testing, training, and monitoring the implementation of change. The
management of maintenance is the management of change.
The broad interpretation of the maintenance function has resulted in
the term being modified to indicate specific aspects of maintenance.
For example, the following types of maintenance exist:

» Corrective maintenance - Maintenance that is conducted for the
purpose of eliminating an existing error or problem.

» Deferred maintenance - Maintenance that is needed but is post-
poned until appropriate resources are available.

* Preventive maintenance - Maintenance that occurs in anticipation
of problems. For example, an application may install a fix to prevent
a problem that has already occurred in another application.

¢ Emergency maintenance - Unscheduled maintenance that is
designed to eliminate a current problem situation which has
stopped or otherwise affected successful operation of the applica-
tion.

« Data maintenance - The addition, modification, or deletion of sys-
tems data specifications.

e Program maintenance - The addition, modification, or deletion of
involved program instructions.

e Structural maintenance - Modifying the architecture structure of
the software for maintenance efficiency, effectiveness, and change
in technology.

* Documentation maintenance - Updating system and/or program
documentation for system changes.

e User documentation maintenance - Updating user manuals to
reflect system changes.

e Scheduled maintenance - Maintenance that occurs at a predeter-
mined time.

From a management perspective, system maintenance is defined
as all of the activities involved in keeping application systems working
in a condition satisfactory to all involved parties. To perform software
maintenance effectively, IT management must define the scope of soft-
ware maintenance.

The increasing need for IT services directly affects the maintenance
effort. Much of the demand placed upon IT involves changing the exist-
ing software applications. Problems associated with software mainte-
nance places additional pressures upon IT management to satisfy all
of their user needs on a timely basis.

System Maintenance Process Challenges

The systems maintenance environment is not always a controlled
environment. IT departments have more difficulty in scheduling mainte-
nance than they do in scheduling new systems development. This is
because many of the systems maintenance requests (as the multiple
definitions of maintenance imply) do not take place under the direction
of the IT Department. Also, maintenance requests do not flow in an
even stream, but usually in bunches, often at inopportune times.

Managing the maintenance function is tantamount to managing
change. The process of managing change is subject to the following
challenges:

* Uncontrolled operating environment - The operating environ-
ment includes all of the vendor-supplied software utilized to support
applications systems. This includes programs, and so forth.
Controls are necessary in this environment to ensure that the right
version of the program is placed into operation at the proper time
and to ensure that it interfaces with the proper files and other appli-
cations systems. The less controlled this environment is, the more
responsibility the applications systems/programmers will have for
maintaining the integrity of the operating environment. Insufficient
controls in the operating environment can lead to applications sys-
tems problems as well as ineffective application performance.
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* Insufficient maintenance program - Maintenance, like many
other segments of IT has grown rapidly in size and scope. What a
few years ago appeared not to be a problem has grown in many
organizations to be a function that consumes most of the IT
resourses. Many organizations are experiencing problems in con-
trolling maintenance efforts. The result is the IT function is some-
times directed by forces other than the management of the function.

e Poorly-designed systems and programs - Maintaining well-
designed application systems is a challenge for most systems ana-
lysts/programmers. As systems become more integrated and more
complex, maintenance in one area of an application is more likely
to impact another area. Many organizations still operate computer-
ized applications developed many years ago. Many of these appli-
cations do not have today’s structured systems design and exten-
sive systems documentation. Maintaining these poorly-designed
programs and systems is not only more time consuming, but also is
more problematic.

* Extensive user change requirements - Many users are unfamiliar
with the systems maintenance process. They neither understand
the cost and effort required to make the requested changes nor do
they know how to modify the change requests to make them more
feasible. Without this type of understanding, many users issue a
continual stream of change requests to the data processing depart-
ment. If maintenance personnel do not have these requests, if they
are late in honoring them, users become vocally discontent with IT.

IT management must address these process challenges in estab-
lishing an ongoing effective maintenance program. The key to success
is in understanding the maintenance pressures and then in developing
solutions that permit the maintenance process to function in an order-
ly fashion.

System Maintenance
Implementation Challenges

Software maintenance personnel face several impediments as they
strive to install changes. The more common implementation impedi-
ments and recommended solutions follow:

Impediment #1

* Impediment - Lack of maintenance information: Before they can
effectively manage maintenance, organizations must have sufficient
information about the function to establish effective solutions.

e Solution - Develop information collection procedures: Procedures
need to be developed to collect information about the maintenance
function. The accumulation of this information into maintenance sta-
tistics will enable management to track the function and make nec-
essary adjustments.

Impediment #2
* Impediment - Unapproved changes made: Without proper controls,

changes can be implemented through the request of users, man-
agement, and/or programmers. Any request may be honored.

e Solution - Develop maintenance approval procedures: Procedures
need to be developed that ensure that no changes are made to
application systems until those changes have been approved.

Impediment #3

* Impediment - Inconsistent approach to implementing system
changes: Individual projects should not be permitted to establish
their own methods of implementing changes.

* Solution - Develop standardized methods for installing changes:
Procedures should be developed that provide a step-by-step stan-
dard approach for accepting, implementing, and placing changes
into production.

Impediment #4

* Impediment - Users dissatisfied with implementation schedule: The
timeliness of installing changes or the priority of installing changes
proves unsatisfactory to users.

e Solution - Develop a priority system for implementing changes: The
data processing project team in conjunction with the users should
regularly review system changes and establish a priority for imple-
menting those changes. Priorities may change, but the user will
always be a major voice in establishing priorities.

Impediment #5

* Impediment - Repetition of the same error in multiple systems: A
Type X error occurs in one system, only to be followed a short time
later by the occurrence of the same error in another application.

* Solution - Develop a method of informing all systems and program-
ming personnel of common errors. Analyze each error to determine
whether it is unique to a specific application system or whether that
type of error may be encountered in other applications. If the error
could be common to many applications, inform systems program-
ming personnel who will be affected.

Impediment #6

* Impediment - System difficult to maintain: The structure of the sys-
tem and/or programs, or the lack of documentation make it difficult
for the systems analyst/programmer to determine how and where to
implement a needed change.

* Solution - Replace or retrofit difficult-to-maintain systems: The only
solution to a poorly structured or documented application system is
to redesign or retrofit that system so that it meets the current sys-
tems, programming, and documentation standards.

Impediment #7

* Impediment - Unable to adequately control the installing, operat-
ing, and deleting of different versions of application systems: The
current method of assigning system and programming version num-
bers may make it difficult to perform maintenance. This also leads
to a lot of “dead wood” in the source and object program libraries.



« Solution - Develop a controlled operating environment for installing
changes: The source libraries should establish an efficient method
for labeling different versions of the same program or system and
for placing that into production at the required time while deleting
obsolete versions.

Impediment #8

e Impediment - Problems occur when changes are installed:
Changes cannot be installed without causing problems for users or
operating personnel. Changes installed in one part of the system
cause problems in another part or in another system.

¢ Solution - Perform regression testing, train users, and monitor the
change process: Implementation problems are frequently associat-
ed with inadequate testing, training, and monitoring procedures. A
successful maintenance function spends the time and effort
required to assure that installation problems are minimal.
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Scope of Systems Maintenance

The self-assessment questionnaire provides an overview of the
scope of activities included in the maintenance function. Systems
maintenance does not often have the same excitement as developing
new applications. Newer systems are based on newer technology, thus
they appear to provide the major data processing challenge. On the
other hand, people concerned with systems maintenance may be
using twenty-year-old technology, but it can be as challenging or more
challenging as attempting to master new technology.

Software Maintenance Action Plan

Building an effective and efficient software maintenance program
involves these three actions:

1. Define the scope of software maintenance activities — those activi-
ties that maintainers must perform such as updating system docu-
mentation.

2. Develop standards that must be met during maintenance activities
and build the processes needed to meet those standards.

3. Identify the common impediments that maintainers may encounter
and offer solutions to those impediments.

Manage constant change: Meel high expectations. Control costs, Support core business strategies. Be more respansive. How can You
Innovale to contineausly outperform and differentiate you from competitors®

Enter|BM. With a unique combination of industry expartise, business insights and proven tachnolagy such as Rational software, |1BM can
help align your company’s IT infrastructure with business processes to meet core objectives. With accountability at the project management
and results level, we can help deliver results, create an operating environment that oplimizes IT investments, drive innovation and enable
productivity and growth. To find out how you can build a resilient and flexible foundation for your business, visit lbm.com/solulions/itsolutions

21N1IIsu| aoueInNssy Alllend a8yl Jo |[eudnor ayl

17



IT EXECUTIVE BRIEFING

18

Software Assurance, Attacking

oecurity Threats

usinesses today are whole heartedly seizing the opportunities

created by our quickly evolving environment of globalization. A

rich expanse of new ideas, resources, cost savings, and mar-

kets lay open before the enterprising companies that shed old
models and embrace the world as part of their operating structure.
But, is the news all good? Unfortunately, the answer to this question is
no. Together with the tremendous opportunities afforded by our new
global view also come unforeseen and unprecedented risks to our
infrastructure, our business community, our economy, and our nation-
al security. Risks that we, as a community of quality professionals, are
in a unique position to acknowledge, understand, and act to mitigate.
What exactly, though, is the nature of these threats?

The U.S. leads the world in information technology. However, the
U.S. information technology industry has become more and more
dependent on a complex, highly interconnected, and therefore, essen-
tially anonymous network of suppliers, contractors, developers, and
integrators from around the world. This fact must lead to serious con-
cerns surrounding the nature of software security.

Consider the millions of lines of highly layered computer code in
production at this moment. Now, consider the hundreds of thousands
of additional lines going into production every day. This is computer
code that drives everything from a toddler's learning game to the
reservation systems of major airlines, the transaction systems of
world-wide stock exchanges, and the weapons’ systems of the
Department of Defense. What more attractive target or better hiding
place for those who wish to do harm or gather information for
unscrupulous purposes. In a March, 2007, CSIS report on Foreign
Influence on Software, author James A. Lewis states, “Some intelli-
gence analysts believe that software offers one of the best mecha-
nisms for technical intelligence collection by a range of adversaries.’1
Keith Rhodes, Chief Technologist at the Government Accountability
Office indicates in a November, 2007, article in the Government
Computer News that “We're long done with random acts.’2 The article
goes on to assert that “Hacking today is the result of systematic
exploitation by professional criminals who expect to earn a profit from
their efforts”3

Sadly, the problem reaches deeper than vulnerability to intrusion
created by weakness and flaws left in the code. Rather, the problem is
as serious as intentional and malicious sabotage by the insertion of
code expressly for the purpose of espionage and criminal activities.
Moreover, this is not a threat than can be passed over because the
code was developed down the hall in your IT department. What third-
party software is imbedded in that code? What code generators or util-
ities were used? What about the operating system or the network soft-
ware that will support the code, the coding language itself, the hard-
ware, or the firmware? All of these elements are subject to the global
IT supply chain and therefore susceptible to intentional and malicious
sabotage.

ead On

BY TOM TICKNOR
CSTE, CSQA
Quality Assurance Institute

It is imperative that, as quality process and testing professionals,
we work together to reduce the risks associated with this situation.
Software development processes must include strong procedures for
software assurance. Testing practices must allow for comprehensive
coverage of these security considerations. Currently, work is underway
to understand training and certification requirements necessary to
support information technology professionals as they deal with this
critical and complex issue on a day to day basis. Working with the
Department of Homeland Security, the Quality Assurance Institute’s
2009 Software Quality Assurance Body of Knowledge workgroup and
the 2009 Software Testing Body of Knowledge workgroup, are inte-
grating, throughout these common bodies of knowledge, the skills
necessary for today’s software QA and testing professional to deal
with the growing threat.

No longer can software safety and security be someone else’s
problem. Attending to this matter today in a responsible, proactive
manner will ensure that as businesses move forward into the future as
wholly global entities, they do so in stewardship for the safety and
security of all nations and peoples.

For further information on this topic...

e Build Security In https://buildsecurityin.us-cert.gov/

e The Software Assurance Community of Practice Portal
http://www.us-cert.gov/swa

« SwA Common Body of Knowledge with Guiding Security
Principles https://buildsecurityin.us-cert.gov/swa/people.html

* State-of-the-Art Report on Software Security Assurance
http://iac.dtic.mil/iatac/download/security.pdf

* Software Assurance in Acquisition: Reducing Risks to the
Enterprise, v1.0 https://buildsecurityin.us-
cert.gov/daisy/bsi/resources/dhs/908.html)

e State-of-the-Art Report on Software Project Management for
Software Assurance
https://buildsecurityin.us-cert.gov/daisy/bsi/resources/dhs/906.html

e CSIS Report: Foreign Influence on Software
http://www.csis.org/media/csis/pubs/070323_lewisforeigninflu-
book.pdf

e Common Attack Pattern Enumeration and Classification
(CAPEC) http:/[capec.mitre.org

 Common Weakness Enumeration (CWE) http://cwe.mitre.org

e The National Vulnerability Database http://nvd.nist.gov/nvd.cfm.

1 James A. Lewis, “Foreign Influence on Software Risks and Recourse,” March
2007, (Washington D.C.: Center for Strategic and International Studies) vii.

2 William Jackson, “Programmed for security: Two initiatives take on the chal-
lenge of providing better software development,” Government Computer
News, November 5, 2007, http://www.gcn.com/print/26_28/45342-1.html
(accessed November 5, 2007).

3 Ibid.



TECHNOLOGY BRIEF

ow many of you would say that the Internet is irreplace-

able? The Internet is a structural nightmare and getting

worse by the second. Just today, you probably paid a

bill, searched for something through Google and then
fired off an e-mail to a co-worker. More than 1.2 billion people
use the Internet every day. Imagine if the Internet were ever
replaced. Why would anyone ever feel the need to restructure
something that so many people have come to rely on for every
day activates?

You can bet that the federal government and a very large
segment of the computer science academy is doing just that at
this very moment. Last May, the National Science Foundation
(NSF) awarded BBN Technologies, the contract to build the new
Internet from the ground up. This project is called GENI — Global
Environment for Network Innovations. A wish come true for
many who are confined by a system that was never designed for
today’s demands.

Why start from scratch? Otherwise, it would be like trying to
keep an old car running. Maintaining an older model demands
time and effort from the owner. As technology progresses, it
increasingly becomes so advanced that the previous models are
no longer compatible. In order to “save” this investment the
owner ends up having to seek out and purchase updates, revi-
sions and other specialized items just to keep the older version
running. Eventually the owner knows they have to put the old
model away and spend the money on a new one. The same
goes for the Internet, and it has become apparent that it is time
to put the old away and start the process to find a new model.

As radical as it seems to completely rebuild the Internet, the
NSF decided the best solution is to start from scratch. That's
right, a complete reconstruction from the bottom up, and | say
it's about time. The current architecture was never designed to
operate in the mode or capacity that is placed on it now. There
have been many efforts to improve the Web over the years. In
1994 many universities, government agencies and non-profit
organizations started their own private high-speed network
known as Internet2. All were band-aids to the current structure
without a thought of replacing the current infrastructure.
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eterioration of the Web -
Rebuild It From Scratch

BY TIM PELLAND
QAI — Director of Technology and Education Services

The Internet, as we end-users and technology geeks know
today, is not going away overnight. It is projected the new
Internet will basically look the same, but the infrastructure will
operate in a different way. Right now when you want access to
the Internet, you're required to use a telephone, cable wire, or
go to your nearest WiFI hotspot to find a network. That would
change because the Internet would be everywhere you are. If
you have ever flown and had to go through an airline hub, that is
like our current Internet structure. Any airplane trying to land at
a hub during rush hour gets backed up and you have to wait in
line for arrival. Internet data essentially does the same thing with
every router it comes to. At certain points these data packets
come to the same router, and like planes landing in rush-hour at
a hub, data is forced to wait until its turn. Sometimes, data is
forced to another router causing even more delays. Under this
current method, sometimes the data gets there, but sometimes
it doesn’t.

Once BBN develops the new Internet, data will move faster
by choosing direct paths and rushing straight through from the
start and do so more reliably, like a non-stop flight to your final
destination. Imagine a networked heart monitor that will alert
you and your doctor that your heart has a problem and needs
immediate attention. Under the current structure that same net-
worked heart monitor would have to wait for all the e-mails about
Viagra to get through the routers. The new structure would be
based on urgent needs of the data. Less important items, like
routine e-mails, can be set aside to allow for the transport of the
critical data in much faster time increments.

The biggest challenge for the BBN is to enable capabilities
that don't exist yet. You and | may not be around when the next
generation of the Internet is implemented, but it could happen.
Can you imagine the day when we have to explain to our chil-
dren, “When | was your age we had to connect to the Internet
through a landline cable tied to a wall.” And if BBN can make this
new infrastructure work, Al Gore won't be able to take credit for
inventing the Internet anymore.

If you have any additional comments about any of our
programs or Web sites drop me a line at
tpelland@qgaiworldwide.org,

I'd love to hear from you.
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Software Deterioration

it rot, code rot, software decay - doesn'’t really matter
what you call it - only that you know that all software will
no longer viable at some point, and will need to be
updated or replaced. Sometimes the deterioration prob-
lems are due to environmental changes such as the introduc-
tion of new operating systems or hardware, or it could be due
to the changeover to a new programming language. However,
more frequently the source of the problem is due to inadequate
system design or the use of poor programming techniques. And
finally but most importantly, a key factor in deterioration is
caused by the misunderstanding of the user requirements.

From an educational standpoint, the solutions to some of
these problems are straightforward. We can become an active
member in a user’'s group or QAIl chapter to learn about new
operating systems or about new hardware from our peers.
Similarly, taking advanced courses in system design and pro-
gramming technigues can eliminate these as a source of dete-
rioration. But we also have to be aware that like human lan-
guages, computer languages change over time and in some
cases like Latin, some languages die (anyone remember
Fortran or Pascal?). So it is vitally important to anyone who
intends to stay in the software industry to keep a watchful eye
and an open ear for any stirrings that would indicate the need
to learn a new programming language.

In a past issue of the Journal we discussed the process of
thinking outside the box - but not all problems require such a
thought process. | think it's safe to say that all the programmers
who developed applications prior to the mid 1990's knew that
the year 2000 was going to arrive and yet very few incorporat-
ed a four-digit year format into their code. As a result, many of
us spent long and late hours working to update code prior to
the arrival of the millennium. A little forward thinking can go a
long way in reducing the amount of deteriorating code.

As for scope creep, having processes in place that require
board review and acceptance of any requirements changes can
limit scope changes to those critical few and a post project
review can assist in pointing to the causes of why those critical
few were overlooked initially. How misunderstanding require-
ments can be minimized can take a bit of detective work.

BY WILLIAM MARINARA
QAI — Director of e-Products

Ellen Gottesdiener, in her white paper ‘Software require-
ments: Using models to understand users’ needs!’, wrote “To
deliver the right product, you need to articulate your require-
ments early on, before the cost of fixing requirements errors
kills your development budget, generates customer ill will and
jeopardizes your business.” She further states “Understanding
user needs is both an art and a science — a combination of dis-
covery, investigation and decision making. Successful projects
engage users early and then explore and reach closure on their
requirements by using analysis models — representations of
user requirements.”

An Internet search of ‘Software Requirements Models’ pro-
duces over 39 million hits so it's obvious that there are plenty of
resources available.

A good starting point for many may be the NIST Baldrige
National Quality Program web site Quality Reference Archive
pagez. This page lists several past Baldridge award winners
and their processes. Many of these can be modified to suit a
variety of applications.

Another source for requirements modeling information is the
QAI Process Warehouse. In the warehouse, for reducing the
number of requirements changes to a project, one process
model calls for the use of a structured interview to fully explore
and identify the information needed to produce the end product
that the client envisions. The chart below shows the information
needed and who the best source of that information might be.

Knowing that misunderstanding the application’s require-
ments is the largest contributing factor to software deteriora-
tion, it is equally important to understand that knowing where to
find models that fit your needs is as much a needed skill as
good programming techniques or in-depth knowledge of the lat-
est technology. Regardless of your current position or level of
influence, creating and maintaining an up-to-date list of models
and their uses as well as any first hand knowledge of their
implementation would be time well spent.

1. http://searchsoftwarequality.techtarget.com/tip/0,289483,sid92_gci1245443,00.html
2. http:/lwww.quality.nist.gov/Archive.htm

Categories of Workers /

Information Needed Senior Management

Selecting the Person to Interview

Department Management

First Line Supervision Clerical Functions Staff Functions

User problems X X X X X
The User’s mission X X X
Organizational policies,

procedures, and laws X X X
User policies and procedures X X

Background information X X

Undocumented events X X

Explanation of problems X X

Cause of problems X X

Value of possible recommendations X X
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Geriatric Issues of

Aging Software

Abstract

BY Capers Jones
Chief Scientist Emeritus
Software Productivity Research, Inc.

Software has been a mainstay of business and government operations for more than 50 years. As a result, all large enter-
prises utilize aging software in significant amounts. Some companies exceed 5,000,000 function points in the total vol-
ume of their corporate software portfolios. Much of this software is now more than 10 years old, and some applications

are more than 25 years old.

Maintenance of aging software tends to become more difficult year by year since updates gradually destroy the original
structure of the applications and increase its entropy. Aging software may also contain troublesome regions with very high
error densities called “error-prone modules.” Repairs to aging software suffer from a phenomenon called “bad fix injec-
tion” or new defects accidentally introduced as a byproduct of fixing previous defects.

Introduction

s the twenty-first century advances more than 50% of the glob-

al software population is engaged in modifying existing appli-

cations rather than writing new applications. This fact by itself

should not be a surprise, because whenever an industry has
more than 50 years of product experience the personnel who repair
existing products tend to outnumber the personnel who build new
products. For example there are more automobile mechanics in the
United States who repair automobiles than there are personnel
employed in building new automobiles.

The imbalance between software development and maintenance is
opening up new business opportunities for software outsourcing
groups. It is also generating a significant burst of research into tools
and methods for improving software maintenance performance.

What is Software Maintenance?

The word “maintenance” is surprisingly ambiguous in a software
context. In normal usage it can span some 23 forms of modification to
existing applications. The two most common meanings of the word
maintenance include: 1) Defect repairs; 2) Enhancements or adding
new features to existing software applications.

Although software enhancements and software maintenance in the
sense of defect repairs are usually funded in different ways and have
quite different sets of activity patterns associated with them, many
companies lump these disparate software activities together for budg-
ets and cost estimates.

The author does not recommend the practice of aggregating defect
repairs and enhancements, but this practice is very common.
Consider some of the basic differences between enhancements or
adding new features to applications and maintenance or defect repairs
as shown in table 1:

Table 1: Key Differences Between Maintenance and Enhancements

Maintenance
(Defect repairs)

Enhancements
(New features)

Funding source Clients Absorbed
Requirements Formal None
Specifications Formal None
Inspections Formal None
User documentation Formal None
New function testing Formal None
Regression testing Formal Minimal

Because the general topic of “maintenance” is so complicated and
includes so many different kinds of work, some companies merely
lump all forms of maintenance together and use gross metrics such as
the overall percentage of annual software budgets devoted to all forms
of maintenance summed together.

This method is crude, but can convey useful information.
Organizations which are proactive in using geriatric tools and servic-
es can spend less than 30% of their annual software budgets on var-
ious forms of maintenance, while organizations that have not used any
of the geriatric tools and services can top 60% of their annual budg-
ets on various forms of maintenance.

The kinds of maintenance tools used by lagging, average, and
leading organizations are shown in table 2. Table 2 is part of a larger
study that examined many different kinds of software engineering and
project management tools (1).
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Table 2: Numbers and Size Ranges of Maintenance Engineering Tools
(Size data expressed in terms of function point metrics)

Maintenance Engineering  Lagging Average  Leading
Reverse engineering 1,000 3,000
Reengineering 1,250 3,000
Code restructuring 1,500
Configuration control 500 1,000 2,000
Test support 500 1,500
Customer support 750 1,250
Debugging tools 750 750 1,250
Defect tracking 500 750 1,000
Complexity analysis 1,000
Mass update search engines 500 1,000
Function point subtotal 1,750 6,500 16,500
Number of tools 3 8 10

Itis interesting that the leading companies in terms of maintenance
sophistication not only use more tools than the laggards, but they use
more of their features as well. The function point values in table 2 refer
to the capabilities of the tools that are used in day to day maintenance
operations. The leaders not only use more tools, but they do more with
them.

Before proceeding, let us consider 23 discrete topics that are often
coupled together under the generic term “maintenance” in day to day
discussions, but which are actually quite different in many important
respects (2):

Table 3: Major Kinds of Work Performed
Under the Generic Term “Maintenance”

Major Enhancements (new features of > 20 function points)

Minor Enhancements (new features of < 5 function points)

Maintenance (repairing defects for good will)

Warranty repairs (repairing defects under formal contract)

Customer support (responding to client phone calls or problem reports)

Error-prone module removal (eliminating very troublesome code segments)

Mandatory changes (required or statutory changes)

Complexity or structural analysis (charting control flow plus complexity metrics)
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Code restructuring (reducing cyclomatic and essential complexity)

=
o

. Optimization (increasing performance or throughput)
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[

. Migration (moving software from one platform to another)

N
N

. Conversion (Changing the interface or file structure)

-
w

. Reverse engineering (extracting latent design information from code)

-
N

. Reengineering (transforming legacy application to modern forms)

=
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. Dead code removal (removing segments no longer utilized)

=
(=2}

. Dormant application elimination (archiving unused software)

-
)

. Nationalization (modifying software for international use)

=
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. Mass updates such as Euro or Year 2000 Repairs

=
©

. Refactoring, or reprogramming applications to improve clarity

N
o

. Retirement (withdrawing an application from active service)

N
=

. Field service (sending maintenance members to client locations)

NN
N

. Reporting bugs or defects to software vendors

N
w

. Installing updates received from from software vendors

Although the 23 maintenance topics are different in many respects,
they all have one common feature that makes a group discussion pos-
sible: They all involve modifying an existing application rather than
starting from scratch with a new application.
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Each of the 23 forms of modifying existing applications has a dif-
ferent reasons for being carried out. However it often happens that
several of them take place concurrently. For example, enhancements
and defect repairs are very common in the same release of an evolv-
ing application. There are also common sequences or patterns to
these modification activities. For example, reverse engineering often
precedes reengineering and the two occur so often together as to
almost comprise a linked set. For releases of large applications and
major systems, the author has observed from six to 10 forms of main-
tenance all leading up to the same release!

Geriatric Problems of Aging Software

Once software is put into production it continues to change in three
important ways:

1. Latent defects still present at release must be found and fixed after
deployment.

2. Applications continue to grow and add new features at a rate of
between 5%and 10% per calendar year, due either to changes in
business needs or to new laws and regulations, or both.

3. The combination of defect repairs and enhancements tends to
gradually degrade the structure and increase the complexity of the
application. The term for this increase in complexity over time is
called “entropy” The average rate at which software entropy
increases is about 1% to 3% per calendar year.



Because software defect removal and quality control are imperfect,
there will always be bugs or defects to repair in delivered software
applications. The current U.S. average for defect removal efficiency is
only about 85% of the bugs or defects introduced during development
(3) and has stayed almost the same for more than 10 years. The actu-
al values are about 5 bugs per function point created during develop-
ment. If 85% of these are found before release, about 0.75 bugs per
function point will be released to customers. For a typical application of
1000 function points or 100,000 source code statements, that implies
about 750 defects present at delivery. About one third, or 250 defects,
will be serious enough to stop the application from running or create
erroneous outputs.

Since defect potentials tend to rise with the overall size of the appli-
cation, and since defect removal efficiency levels tend to decline with
the overall size of the application, the overall volume of latent defects
delivered with the application rises with size. This explains why super-
large applications in the range of 100,000 function points, such as
Microsoft Windows and many enterprise resource planning (ERP)
applications may require years to reach a point of relative stability.
These large systems are delivered with thousands of latent bugs or
defects.

Not only is software deployed with a significant volume of latent
defects, but a phenomenon called “bad fix injection” has been observed
for more than 50 years. Roughly 7% of all defect repairs will contain a
new defect that was not there before. For very complex and poorly
structured applications, these bad-fix injections have topped 20% (3).

Even more alarming, once a bad fix occurs it is very difficult to cor-
rect the situation. Although the U.S. average for initial bad-fix injection
rates is about 7%, the secondary injection rate against previous bad
fixes is about 15% for the initial repair and 30% for the second. A string
of up to five consecutive bad fixes has been observed, with each
attempted repair adding new problems and failing to correct the initial
problem. Finally the 6th repair attempt was successful.

In the 1970’s the IBM Corporation did a distribution analysis of cus-
tomer-reported defects against their main commercial software appli-
cations. The IBM personnel involved in the study, including the author,
were surprised to find that defects were not randomly distributed
through all of the modules of large applications (4).

In the case of IBM’s main operating system, about 5% of the mod-
ules contained just over 50% of all reported defects. The most extreme
example was a large data base application, where 31 modules out of
425 contained more than 60% of all customer-reported bugs. These
troublesome areas were known as “error-prone modules.”

Similar studies by other corporations such as AT&T and ITT found
that error-prone modules were endemic in the software domain. More
than 90% of applications larger than 5,000 function points were found
to contain error-prone modules in the 1980’s and early 1990's.
Summaries of the error-prone module data from a number of compa-
nies was published in the author’s book Software Quality: Analysis and
Guidelines for Success (3).

Fortunately it is possible to surgically remove error-prone modules
once they are identified. It is also possible to prevent them from occur-
ring. A combination of defect measurements, formal design inspec-
tions, formal code inspections, and formal testing and test-coverage
analysis have proven to be effective in preventing error-prone modules
from coming into existence (5).

Today in 2007, error-prone modules are almost nonexistent in
organizations that are higher than level 3 on the capability maturity
model (CMM) of the Software Engineering Institute. However they
remain common and troublesome for level 1 organizations, and for
organizations that lack sophisticated quality measurements and quali-
ty control.

If the author’s clients are representative of the U.S. as a whole,
more than 50% of U.S. companies still do not utilize the CMM at all. Of
those who do use the CMM, less than 15% are at level 3 or higher. That
implies that error-prone modules may exist in more than half of all large
corporations and in a majority of state government software applica-
tions as well.

Once deployed, most software applications continue to grow at
annual rates of between 5% and 10% of their original functionality.
Some applications, such as Microsoft Windows, have increased in size
by several hundred percent over a 10-year period.

The combination of continuous growth of new features coupled with
continuous defect repairs tends to drive up the complexity levels of
aging software applications. Structural complexity can be measured via
metrics such as cyclomatic and essential complexity using a number of
commercial tools. If complexity is measured on an annual basis and
there is no deliberate attempt to keep complexity low, the rate of
increase is between 1% and 3% per calendar year.

However, and this is an important fact, the rate at which entropy or
complexity increases is directly proportional to the initial complexity of
the application. For example if an application is released with an aver-
age cyclomatic complexity level of less than 10, it will tend to stay well
structured for at least five years of normal maintenance and enhance-
ment changes.

But if an application is released with an average cyclomatic com-
plexity level of more than 20, its structure will degrade rapidly and its
complexity levels might increase by more than 2% per year. The rate of
entropy and complexity will even accelerate after a few years.

As it happens, both bad-fix injections and error-prone modules tend
to correlate strongly (although not perfectly) with high levels of com-
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plexity. A majority of error-prone modules have cyclomatic complexity
levels of 10 or higher. Bad-fix injection levels for modifying high-com-
plexity applications are often higher than 20%.

In the late 1990’s a special kind of geriatric issue occurred which
involved making simultaneous changes to thousands of software appli-
cations. The first of these “mass update” geriatric issues was the
deployment of the Euro, which required changes to currency conver-
sion routines in thousands of applications. The Euro was followed
almost immediately by the dreaded year 2000 or Y2K problem (6),
which also involved mass updates of thousands of applications. More
recently in March of 2007 another such issue occurred when the start-
ing date of daylight savings time was changed.

Future mass updates will occur later in the century, when it may be
necessary to add another digit to telephone numbers or area code. Yet
another and very serious mass update will occur if it becomes neces-
sary to add digits to social security numbers in the second half of the
218t century. There is also the potential problem of the Unix time clock
expiration in 2038.

Metrics Problems With
Small Maintenance Projects
There are several difficulties in exploring software maintenance

costs with accuracy. One of these difficulties is the fact that mainte-
nance tasks are often assigned to development personnel who inter-
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leave both development and maintenance as the need arises. This
practice makes it difficult to distinguish maintenance costs from devel-
opment costs because the programmers are often rather careless in
recording how time is spent.

Another and very signficant problem is that fact that a great deal of
software maintenance consists of making very small changes to soft-
ware applications. Quite a few bug repairs may involve fixing only a sin-
gle line of code. Adding minor new features such as perhaps a new
line-item on a screen may require less than 50 source code state-
ments.

These small changes are below the effective lower limit for counting
function point metrics. The function point metric includes weighting fac-
tors for complexity, and even if the complexity adjustments are set to
the lowest possible point on the scale, it is still difficult to count function
points below a level of perhaps 15 function points (7).

An experimental method called “micro function points” is in develop-
ment for small maintenance changes and bug repairs. This method is
similar to standard function points, but drops down to three decimal
places of precision. Thus changes that involve only a fraction of a stan-
dard IFPUG function point can be measured. The micro function point
method should become available by 2008.

Of course the work of making a small change measured with micro
function points may be only an hour or less. But if as many as 10,000
such changes are made in a year, the cumulative costs are not trivial.
Micro function points are intended to eliminate the problem that small
maintenance updates have not been subject to formal economic analy-
sis.

Quite a few maintenance tasks involve changes that are either a
fraction of a function point, or may at most be less than 10 function
points or about 1000 COBOL source code statements. Although nor-
mal counting of function points is not feasible for small updates and
micro function points are still experimental, it is possible to use the
“backfiring” method or converting counts of logical source code state-
ments in to equivalent function points. For example, suppose an update
requires adding 100 COBOL statements to an existing application.
Since it usually takes about 105 COBOL statements in the procedure
and data divisions to encode 1 function point, it can be stated that this
small maintenance project is “about 1 function point in size.”

If the project takes one work day consisting of six hours, then at
least the results can be expressed using common metrics. In this case,
the results would be roughly “6 staff hours per function point.” If the
reciprocal metric “function points per staff month” is used, and there are
20 working days in the month, then the results would be “20 function
points per staff month.”

Best and \Worst Practices
in Software Maintenance

Because maintenance of aging legacy software is very labor inten-
sive it is quite important to explore the best and most cost effective
methods available for dealing with the millions of applications that cur-
rently exist. The sets of best and worst practices are not symmetrical.
For example the practice that has the most positive impact on mainte-
nance productivity is the use of trained maintenance experts. However
the factor that has the greatest negative impact is the presence of
“error-prone modules” in the application that is being maintained.

Table 3 illustrates a number of factors which have been found to
exert a beneficial positive impact on the work of updating aging appli-
cations and shows the percentage of improvement compared to aver-
age results:



Table 3: Impact of Key Adjustment Factors on Maintenance
(Sorted in order of maximum positive impact)

Maintenance Factors Plus Range
Maintenance specialists 35%
High staff experience 34%
Table-driven variables and data 33%
Low complexity of base code 32%
Test coverage tools and analysis 30%
Code restructuring tools 29%
Reengineering tools 27%
High level programming languages 25%
Reverse engineering tools 23%
Complexity analysis tools 20%
Defect tracking tools 20%
“Mass update” specialists 20%
Automated change control tools 18%
Unpaid overtime 18%
Quality measurements 16%
Formal base code inspections 15%
Regression test libraries 15%
Excellent response time 12%
Annual training of > 10 days 12%
High management experience 12%
HELP desk automation 12%
No error prone modules 10%
On-line defect reporting 10%
Productivity measurements 8%
Excellent ease of use 7%
User satisfaction measurements 5%
High team morale 5%
Sum 503%

At the top of the list of maintenance “best practices” is the utilization of
full-time, trained maintenance specialists rather than turning over main-
tenance tasks to untrained generalists. Trained maintenance specialists
are found most often in two kinds of companies: 1) Large systems soft-
ware producers such as IBM; 2) Large maintenance outsource ven-
dors. The curricula for training maintenance personnel can includes
more than a dozen topics and the training periods range from two
weeks to a maximum of about four weeks.

Since training of maintenance specialists is the top factor, table 4
shows a modern maintenance curriculum such as those found in large
maintenance outsource companies.

The positive impact from utilizing maintenance specialists is one of
the reasons why maintenance outsourcing has been growing so rapid-
ly. The maintenance productivity rates of some of the better mainte-
nance outsource companies is roughly twice that of their clients prior to
the completion of the outsource agreement. Thus even if the outsource
vendor costs are somewhat higher, there can still be useful economic
gains.

Let us now consider some of the factors which exert a negative
impact on the work of updating or modifying existing software applica-
tions. Note that the top-ranked factor which reduces maintenance pro-
ductivity, the presence of error-prone modules, is very asymmetrical.
The absence of error-prone modules does not speed up maintenance
work, but their presence definitely slows down maintenance work.
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Table 4: Sample Maintenance Curricula
for Companies Using Maintenance Specialists

Software Maintenance Courses Days Sequence
Error-Prone Module Removal 2.00 1
Complexity Analysis and Reduction 1.00 2
Reducing Bad Fix Injections 1.00 3
Defect Reporting and Analysis 0.50 4
Change Control 1.00 5
Configuration Control 1.00 6
Software Maintenance Workflows 1.00 7
Mass Updates to Multiple Applications 1.00 8
Maintenance of COTS Packages 1.00 9
Maintenance of ERP Applications 1.00 10
Regression Testing 2.00 11
Test Library Control 2.00 12
Test Case Conflicts and Errors 2.00 13
Dead Code Isolation 1.00 14
Function Points for Maintenance 0.50 15
Reverse Engineering 1.00 16
Reengineering 1.00 17
Refactoring 0.50 18
Maintenance of Reusable Code 1.00 19
Object-Oriented Maintenance 1.00 20
Maintenance of Agile and Extreme Code 1.00 21
TOTAL 23.50
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In general more than 80% of latent bugs found by users in software
applications are reported against less than 20% of the modules. Once
these modules are identified then they can be inspected, analyzed, and
restructured to reduce their error content down to safe levels.

Table 4 summarizes the major factors that degrade software main-
tenance performance. Not only are error-prone modules troublesome,
but many other factors can degrade performance too. For example,
very complex “spaghetti code” is quite difficult to maintain safely. It is
also troublesome to have maintenance tasks assigned to generalists
rather than to trained maintenance specialists.

A very common situation which often degrades performance is lack
of suitable maintenance tools, such as defect tracking software, change
management software, test library software, and so forth. In general it
is very easy to botch up maintenance and make it such a labor-inten-
sive activity that few resources are left over for development work.

Table 5: Impact of Key Adjustment Factors on Maintenance
(Sorted in order of maximum negative impact)

Maintenance Factors Minus Range

Error prone modules -50%
Embedded variables and data -45%
Staff inexperience -40%
High complexity of base code -30%
Lack of test coverage analysis -28%
Manual change control methods -27%
Low level programming languages -25%
No defect tracking tools -24%
No “mass update” specialists -22%
Poor ease of use -18%
No quality measurements -18%
No maintenance specialists -18%
Poor response time -16%
Management inexperience -15%
No base code inspections -15%
No regression test libraries -15%
No HELP desk automation -15%
No on-line defect reporting -12%
No annual training -10%
No code restructuring tools -10%
No reengineering tools -10%
No reverse engineering tools -10%
No complexity analysis tools -10%
No productivity measurements-7%

Poor team morale -6%
No user satisfaction measurements -4%
No unpaid overtime 0%
Sum -500%

The last factor, or lack of unpaid overtime, deserves a comment.
Unpaid overtime is very common among software maintenance and
development personnel. In some companies it amounts to about 15%
of the total work time. Because it is unpaid it is usually unmeasured.
That means side by side comparisons of productivity rates or costs
between groups with unpaid overtime and groups without will favor the
group with unpaid overtime because so much of their work is uncom-
pensated and hence invisible. This is a benchmarking trap for the
unwary. Because excessive overtime is psychologically harmful if con-
tinued over long periods, it is unfortunate that unpaid overtime tends to
be ignored when benchmark studies are performed.

Given the enormous amount of effort that is now being applied to
software maintenance, and which will be applied in the future, it is obvi-
ous that every corporation should attempt to adopt maintenance “best
practices” and avoid maintenance “worst practices” as rapidly as possi-
ble.

Software Entropy
and Total Cost of Ownership

The word “entropy” means the tendency of systems to detstabilize
and become more chaotic over time. Entropy is a term from physics
and is not a software-related word. However entropy is true of all com-
plex systems, including software. All known compound objects decay
and become more complex with the passage of time unless effort is
exerted to keep them repaired and updated. Software is no exception.
The accumulation of small updates over time tends to gradually
degrade the initial structure of applications and makes changes grow
more difficult over time.

For software applications entropy has long been a fact of life. If
applications are developed with marginal initial quality control they will
probably be poorly structured and contain error-prone modules. This
means that every year, the accumulation of defect repairs and mainte-
nance updates will degrade the original structure and make each
change slightly more difficult. Over time, the application will destabilize
and “bad fixes” will increase in number and severity. Unless the appli-
cation is restructured or fully refurbished, eventually it will become so
complex that maintenance can only be performed by a few experts who
are more or less locked into the application.

By contrast, leading applications that are well structured initially can
delay the onset of entropy. Indeed, well-structured applications can
achieve declining maintenance costs over time. This is because
updates do not degrade the original structure, as happens in the case
of “spaghetti bowl” applications where the structure is almost unintelli-
gible when maintenance begins.

The total cost of ownership of a software application is the sum of
six major expense elements: 1) the initial cost of building an applica-
tion; 2) the cost of enhancing the application with new features over its
lifetime; 3) the cost of repairing defects and bugs over the application’s
lifetime; 4) The cost of customer support for fielding and responding to
queries and customer-reported defects; 5) The cost of periodic restruc-
turing or “refactoring” of aging applications to reduce entropy and there-
by reduce bad-fix injection rates; 6) Removal of error-prone modules
via surgical removal and redevelopment. This last expense element will
only occur for legacy applications that contain error-prone modules.

Similar phenomena can be observed outside of software. If you buy
an automobile that has a high frequency of repair as shown in
Consumer Reports and you skimp on lubrication and routine mainte-
nance, you will fairly soon face some major repair problems — usually
well before 50,000 miles.

By contrast, if you buy an automobile with a low frequency of repair
as shown in Consumer Reports and you are scrupulous in mainte-
nance, you should be able to drive the car more than 100,000 miles
without major repair problems.



Summary and Conclusions

In every industry maintenance tends to require more personnel
than those building new products. For the software industry the number
of personnel required to perform maintenance is unusually large and
may soon top 70% of all technical software workers. The main reasons
for the high maintenance efforts in the software industry are the intrin-
sic difficulties of working with aging software. Special factors such as
“mass updates” that began with the roll-out of the Euro and the year
2000 problem are also geriatric issues.

Given the enormous efforts and costs devoted to software mainte-
nance, every company should evaluate and consider best practices for
maintenance, and should avoid worst practices if at all possible.
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QAI Chapter Network

The QAI Chapter Network is dedicated to supporting and promoting software quality, the quality profession, and the quality
practitioner. The Chapter Network provides a framework for IT QA / QC professionals to network with individuals from other
geographic regions and to increase their knowledge and expertise in these areas. Chapter meetings and programs provide an
important opportunity for local professionals to meet and share ideas and resources.

There are currently QAI Chapters in the following areas:

Sacramento, CA Portland, ME Indianapolis, IN United Kingdom
Los Angeles, CA Cromwell, CT Minneapolis/St. Paul, MN Ensenada, Mexico
San Dimas, CA Wilmington, DE Kansas City, MO Monterrey, Mexico
West Hills, CA Boston, MA St. Louis, MO Rio de Janeiro, Brazil
Westminster, CA Baltimore, MD Omaha, NE Argentina
Salt Lake City, UT Jacksonville, FL Columbus, OH South Africa
Phoenix, AZ Lauderhill, FL Solon, OH Pakistan
Seattle, WA Orlando, FL Madison, WI India
Houston, TX Tampa/St. Petersburg, FL Detroit, Ml Sri Lanka
Denver, CO Atlanta, GA Holland, Ml North China
Boise, ID Charlotte, NC Montreal, Quebec Shanghai
Dulles, VA Little Rock, AR Ottawa, Ontario Hong Kong
Glen Allen, VA Research Triangle Park, NC Toronto, Ontario Korea
New York, NY Chicago, IL London, Ontario Penang, Malaysia
New Jersey, NJ Des Moines, IA

For additional information on the QAI Chapter Network, or to learn how to start a QAI Chapter in your area, visit:
www.gaiworldwide.org/chapters/index.html

QAI's Software Certifications Examinations
Available at Prometric Testing Centers

Since its inception in 1988, the Software Certifications division of the Quality Assurance Institute has scheduled quarterly examinations at
locations around the world. QAI's global chapter network of software quality professionals has been the primary vehicle for proctoring examina-
tions at regional locations. This approach has served the industry well over the last two decades; however, as a result of the Software
Certifications’ CSQA and CSTE becoming the recognized international standard for software quality and software testing professional certifica-
tion, the need for expanding the frequency and locations of the examination has grown exponentially. To satisfy this increasing demand, the
Software Certifications division of the Quality Assurance Institute has selected Prometric, the global leader in technology-enabled testing serv-
ices, to deliver the examinations worldwide*.

“Going with the Prometric Testing Center model will ensure program enhancements and more consistency in the customer experience,” said
Tom Ticknor, Chief Operating Officer for QAl Worldwide. “It will also enable increased speed to market for exam innovations because our inter-
nal processes will be more streamlined. In a time when demand is growing for IT professional certifications, it is very important to us to deliv-
er the best possible certification program and consistent testing experience for our customers.”

Michael Brannick, President and CEO of Prometric went on to say, “We have recently seen a strong resurgence of the IT certification mar-
ket in general and in candidate demand for quality, dependable testing programs. Prometric is widely recognized and established across the IT
industry as the leading provider of certification exams, with some of the world’s largest technology companies relying on us for their testing
needs. The Quality Assurance Institute and Prometric working together is an excellent solution to this growing global need.”

Certifications available through QAl's Software Certification division are: Certified Software Quality Analyst (CSQA), Certified Software Tester
(CSTE), Certified Software Project Manager (CSPM), Certified Manager of Software Quality (CMSQ), Certified Manager of Software Testing
(CMST), Certified Associate in Software Quality (CASQ), Certified Associate in Software Testing (CAST), and Certified Software Business
Analyst (CSBA). For more information on the Software Certifications program please visit www.softwarecertifications.org.

* Locations in India, China and Brazil will not be available at Prometric Testing Centers until 3rd quarter 2008. Paper-based quarterly exams will
still be given in these sponsored locations. Check the Software Certifications website for the sponsored examination schedule and locations.
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A Commentary on the Book

Rising Elephant

his article is a follow up to “Edward Yourdon's Outsource:

Competing in the Global Productivity Race in Perspective”. It is

in response to the question regarding the extent of outsourcing.

Mr. Yourdon posed that one of the most critical factors in deter-
mining the future is the magnitude of outsourcing. If one would take in
the entire gestalt of the facts presented in Mr. Sheshabalaya’s book, the
conclusions may be the impact of outsourcing is indeed great, benefi-
cial to the world economy overall, and India is well on its way to becom-
ing a major economic power. Mr. Yourdon’s book addresses facts and
issues regarding IT outsourcing to India, however, it would not fair to
compare it with Mr. Sheshabalaya’s book since these books were writ-
ten for different purposes. The main thrust of Rising Elephant is to
detail the current economic state of India, with an emphasis on out-
sourcing. Mr. Yourdon’s book is centered on what IT people in the US
can do to maintain and enhance their careers. Mr. Sheshabalaya
makes policy recommendations in his book, yet Mr. Yourdon stated
directly that he was avoiding these. There is intersection on some
points between these books; however, this author would rather refrain
from drawing comparisons.

Rising Elephant by Ashutosh Sheshabalaya could easily be alterna-
tively titled Near-term Economic Outlook for India. It is a detailed, copi-
ously researched treatise on the current state of India in the world
economy, including an educated look into projecting the future. One
chapter has in excess of 280 endnotes. The author of this book previ-
ously wrote a 250-page research study on Indian information technol-
ogy in 1997. His past projections for economic expansion have proven
to be fairly accurate.|

This book is truly approached from a world view. The analyses
include Western Europe, Australia, and the United States. Most similar
material read by the author of this article concentrates on the United
States. The focus is on economics and politics, including the white col-
lar job migration to India. It contains an exhaustive compendium of
detailed statistics which are overwhelming — both in quantity and the
story they tell. Arguing with Mr. Sheshabalaya on any point supported
by quantitative evidence would be very difficult since he provides more
than a sufficient amount of credible references to back his position. He
appears to be one of the definitive researchers regarding the Indian
economy based on this work and his previous one. Mr. Sheshabalaya
painstakingly debunks the “myths” he has identified about India and
outsourcing in this book.

In the US media for the past few years, there have been many arti-
cles and news bytes about white collar outsourcing. The lesson this
author has absorbed from this book is that it is important to discern
actual facts from propaganda. The author has seen the attitude over

BY DENISE COPENING
CSQA, CSTE, PMP

the last year or two shift to one of skepticism and fear in the US por-
trayed in articles in popular information technology publications. In con-
versations with US nationals, some present a factoid (such as Dell
technical support moving back on shore) as proof for denigrating out-
sourcing in general and possibly even trying to convince oneself and
others that it is a temporary phenomenon.

It is difficult to ignore that the boom provided to India’'s economy
regarding white collar outsourcing is part of a normal evolutionary
process within globalization. The migration of these jobs started in the
early 1980’s, although the popular realization of this dynamic occurred
in the past few years as waves of outsourcing were manifested by
major companies such as General Electric and IBM..

India has been laying the groundwork and infrastructure to assume
high end white collar work for quite some time. It is not just call center
work which is being outsourced. Indians and Indian Americans have
played a significant role in the development of IT for several decades.
Mr. Sheshabalaya repeatedly makes the point about CMM and the high
percentages of IT companies located in India possessing this certifica-
tion. He provides examples where certain major US-based companies
have specifically set up IT development organizations focusing on
CMM Level 5. He further adds that Indian firms are currently working
on removing roadblocks to outsourcing such as lack of security. He pro-
vides an example where Indian firms are currently working with
Carnegie Mellon regarding a security certification. | Also, he mentions
Six Sigma initiatives of larger Indian IT firms involving Business
Process Outsourcing (BPO).iii

The CMM ratings of some large outsourcers are not without critics.
In a CIO Magazine article published in 2004, CIO’s are urged to per-
form due diligence when selecting organizations based on CMM rat-
ings. The article states that the results of these assessments are often
exaggerated. The actual case may be that only a small part of the com-
pany could be considered CMM Level 5.V

One of the new trends Mr. Sheshabalaya has identified is the out-
sourcing of higher level jobs to India. A chart in the book depicts pro-
jections that managerial jobs will constitute about 8% of all US jobs out-
sourced by 2010.Y Outsourcing of higher level work is not without chal-
lenge. In reaction to this trend, the author of a Network Computing arti-
cle prognosticates that a portion of these jobs will be reclaimed domes-
tically after the outsourcing experiment with these fails.V!

There has been criticism that India does not have the infrastructure
to support outsourcing. A relative of this article’s author regularly trades
foreign currencies from New York and has experienced telecommuni-
cation disruptions when calling India.
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Conversely, a blog a few days after the Tsunami disaster by a
Business 2.0 writer proclaims minor disruption in India due to a fiber
optic network which carries most of the data for US outsourced appli-
cations.Y!" According to Mr. Sheshabalaya, projects to provide electric-
ity to outreaching areas and build roads and highways are currently
underway in India. Vil

India is poised for success in the world marketplace with its large
number of English speaking people, good education system, and
young demographic profile where 68% of its 1.05 billion people are
under 35 years old. The size of India’s middle class equals that of the
population of the entire United States.”X India is potentially facing a
period of high growth similar to what was experienced in the 1950’s in
the US. Savers are becoming spenders and there is a housing boom
underway. X In contrast, the US and Western Europe, although there is
excellent education available, have aging populations and fairly stag-
nant economies.

High costs of pensions, healthcare, and medical insurance in the
US and Western Europe are making doing business in India more
attractive. Escalation of healthcare and pension costs add to overall bill
for employing US workers compared to outsourcing. Healthcare costs
especially have been of concern in the US in recent years. Double digit
percentage increases in medical insurance premiums in the past few
years have become all too common. High medical costs for illnesses
led to about 50% of all personal bankruptcies in the US. Most people
in this situation who filed for bankruptcy protection actually had health
insurance. XI A recent Harvard study probes this topic in detail. Xii
Americans with seemingly good insurance may face serious medical
situations where they need to dip into their life savings significantly. X"

Moreover, the US is in a unique position relative to most countries
where there is a dependency on employers to provide and fund health-
care insurance. Due to the rising costs, dependency on employment,
and aging population, has the American worker, in effect, been priced
out of the market? What portion of the so-called “jobless recovery” can
be attributable to outsourcing of US jobs?

The relative value of wages is different in India than the US. Large
Indian outsourcers have had problems retaining key people, in part,
due to this. They have experienced a “brain drain” of some of these key
individuals to the US.XIV

Recently, the tide seems to be turning in the US regarding senti-
ments about off shoring. XV In February 2004, the US Workers
Protection Act was proposed seeking to ban offshore sourcing in gov-
ernment work. The “Jobs for America Act” would require corporations
sending jobs overseas to report the number and reason. If 15 or more
workers are being laid off and their jobs outsourced, this would require
at least three months’ notice to the displaced workers. XV!

The above are only temporary measures. Educational gaps in this
country have been behind the need to outsource and grant H1B visas.
The long-term solution is to improve education within the ys.xvil

As Mr. Sheshabalaya emphasizes in his book, cultural understand-
ing could improve our ability to work together and perceptions of what
is happening in the world economy. XVl

A likely parallel we in the US may comprehend is outsiders being
called “the English” by a certain religious sect. We may want to consid-
er expanding our views a bit, but this is all within the realm of an indi-
vidual's choice and their level of comfort.

The point is made regarding. “What is an American corporation?”
The book’s author notes many Indian firms providing outsourcing serv-
ices are indeed based in the US, thereby having a dependency and tie-
in with the US economy.

A summary of Mr. Sheshabalaya’s policy suggestions follow:XiX

e IT workers should train for emerging skill niches such as business
process design, requirements analysis, contract management,
business relationship management, and architectural planning.
Sensitive sectors will remain to have domestic openings such as
government and military technology, health care and pharmaceuti-
cals. The article’s author would like to add securities trading to this
list.

* Reverse relocation to India could be considered. It is estimated that
there are approximately 200,000 expatriates currently working in
India. If one were to serious consider the facts and conclusions pro-
posed by Mr. Sheshabalaya in this book, then one might catch the
beginning of a trend and reap the benefits of plentiful job and busi-
ness opportunities and low cost of living.

* Governments could assist relocated workers. In the US, the Trade
Adjustment Assistance Program does not include programmers and
other information technology workers. There was a class action law-
suit on behalf of about 10,000 claimants in 2004 with the Labor
Department cited as the defendant for illegally denying these bene-
fits to IT workers.

* A tax could be excised on companies involved in outsourcing.

» The offshore locations could contribute to job insurance to benefit
the displaced workers.

* Require technology companies to publish five-year staffing plans. It
is interesting to note that before the Human Resource cutbacks
over the past few decades in US companies that some companies
had undertaken similar planning.

e Cross train workers in India.

* Provide tax credits and other types of support for Indian firms to hire
non-Indians.

One could critique Mr. Sheshabalaya’s policy recommendations as
having a socialistic underpinning. Why not permit market forces to
operate freely and let corporations make money which will trickle down
and be of benefit to all? For example, most US companies are experi-
encing slow domestic growth. The size and age of the Indian market,
let alone the predicted economic boom can potentially provide US
companies with profits, which in theory, would benefit the US overall.

It is the opinion of the article’s author that Mr. Sheshabalaya’s poli-
cy recommendations are rooted in an emancipated view of the world
economy and societies as a large ecosystem requiring strategy and a
quid pro quo for sustenance in the long-term. The contrast between the
US and India is made regarding how the long-term is viewed.

India’s civilization is an ancient one versus the US being a relative-
ly new nation with hundreds of years of history. XX In the US, it seems
like Americans historically have been off to the next “big thing” with lit-
tle emphasis on continuity or long-term planning.

The author of this article has developed a few insights of her own
regarding policy and what individuals may consider doing:

* In recent years, US companies have cutback training dollars for IT
workers. Those seeking additional training have needed to self-fund
it or forego it altogether. US educational institutions could offer dis-
counts or subsidies provided by the government and/or private
industry. Some states such as lllinois do offer training subsidies for
the unemployed.

» Displaced IT workers seeking opportunities outside of IT need to
choose careers based on an affinity for the work and entrance cri-
teria such as education required, market saturation, and networking
required, etc.



¢ Those deciding to open their own businesses need to carefully con-
sider the economics of this decision and weigh the potential bene-
fits and detriments of the opportunity. What this author has
observed is that many Americans entering small business seem to
jump on the same type of opportunities at the same time, resulting
in marketplace saturation (remember frozen yogurt stands?). There
is also a tendency to enter business that one may not enjoy doing
the work — such as cleaning services. In order to glean large prof-
its, one may need to stray from the normal path and also avoid busi-
nesses which are labor intensive (that is requiring staffs) and capi-
tal intensive.

¢ This article’s author has known quite a few small business owners
who have not achieved the profit goals they expected within a given
timeframe and have found it necessary to return to work on either a
part-time or full-time basis while maintaining the small business.
Some people considering opening a small business may want to
start the business while they are still employed to test its viability.

* Franchise opportunities should be weighed with at least the same
consideration as changing careers along with the analysis required
for a major investment decision. For most franchises, one must have
a significant amount of capital and time to devote to learning the
franchise ways of doing business. Franchising fees and royalties
constitute a major portion of revenues. Franchise opportunities may
require relocation since existing franchise owners may have first
dibs on a new location. Franchises may not offer the autonomy one
would want in owning their own business; operating procedures can
be very rigid depending on the franchise.

¢ Local colleges and universities frequently will offer courses for
those considering small business. It may be a good idea to take one
of these courses before venturing out on one’s own.

¢ An Internet business in and of itself is no guarantee of steady
income. People need to consider Internet businesses offering some
uniqueness and draw for customers for a good or service as
opposed to acting solely as the middleman for these.

« Displaced IT workers could consider obtaining government grants
for certain types of work or study or a loan from the Small Business
Administration to assist in starting a business. Minority loans would
also be available to those who qualify. Perhaps a policy decision
could be made providing favored status for small business loans for
displaced IT workers.

The social and economic changes due to outsourcing over the last
decades have been sweeping, with a profound effect on Information
Technology. Outsourcing has become an essential part of IT. Many US
nationals in IT have had to re-think their careers in the “jobless recov-
ery”. Policy changes will be long-term such as educational reform and
corporate tax incentives and are not something we can wait on to help
us now. In a sense, the future has already arrived and it is our own
resilience to the challenges posed which will see us through.
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